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Abstract: Most of the existing automated vulnerability mining tools have poor generalization
ability and high false positive and false negative rale. In this paper, a static detection model called
CSVDM was proposed for multi-class vulnerabilities in C language family. CSVDM used code
similarity detection and generic vulnerability analysis framework module to perform vulnerability
mining at the source code level. The similarity detection module integrated longest common
subsequence(LCS) algorithm and graph neural network to implement code cloning and homology
detection, generating the vulnerability similarity list according to a preset threshold. The generic
vulnerability analysis framework module performed context-dependent data flow and controled
flow analysis of the source code to be tested to compensate for the the similarity detection
module’s high false negatives in detecting vulnerabilities not caused by code cloning, and
generated the vulnerability analysis list. CSVDM combined the vulnerability similarity list and
the vulnerability analysis list to generate the final vulnerability detection report. The experimental
results show that CSVDM has a substantial improvement in evaluation metrics compared to other
vulnerability mining tools such as checkmarx.

Key words: generic vulnerability analysis framework; LCS algorithm; Skip-Gram
model; graph neural network; graph attention mechanism
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9 printWrapper(argv[1]);

10 return (0);
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6 int main(int arge, char **argy)
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8 char buf[5012];
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10 printWrapper(argv[1]);
11 return (0);

12}
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LLVM IR Code
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